Enterprise Risk Management
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Introduction
The Board and Senior set an organisation’s Vision, Mission and Values.  Strategic objectives are set and it is against these strategic objectives that measurable Key Performance Measures or Indicators are established.  

Risks, which can have a positive or negative impact on the achievement of the objectives, cascade down the organisation structure.  However, there is recognition that whilst the lower level objectives, must be aligned to the strategic objectives, they will most likely differ because they need to be adapted, according to operational requirements or local conditions. 

The introduction to ISO/CD 31000 states:

“Risk management can be applied across many areas, to specific functions and levels of an organization as well as to the entire organization”
The I.R.I.S Software flexibly applies risk to specific functions and levels of an organisation, as well as to the entire enterprise.  If asked to break down the functional risk categories then we would consider them to be: 
· Strategic (Board) – long term (e.g. 25 years) external focus

· Enterprise (Executive Management) - medium/long term (5 - 10 years), internal

· Operational (Management) - medium term, internal (3 – 5 years)
· Project Risk – medium to short term (length of Project)
Enterprise risk management is a risk based approach to the overall management (Board and Executive) of the enterprise.  It encompasses:
· Strategic Planning

· Reputation

· Financial

· Operations Management

· Environment

· Occupational Health and Safety

· Quality

· IT

· Asset Management

· Internal controls

· Compliance

· Audit

As a key stakeholder to the Enterprise Risk Management (ERM) process, the Board wants:
· Reassurance that the Enterprise Risks are documented

· Transparency
· Clear and unambiguous accountabilities (anyone can be responsible, only one person can be accountable)

· Knowledge, of and conformance to, the standards of the day.

Once the Board has been reassured that the ERM is in place, it then demands to be reassured that systems and controls are in place and working.

The Board does not want to be plied with detail. But it does want to be reassured that its questions can be answered, quickly.

A typical Board report is displayed below – note the bottom entry – the eye is drawn to the change. 
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Title 1-Feb-09 19-Aug-09
Inher / Resid Inher / Resid

Risk from iPhone / R/ L

Failure to respond to a significant operational emergency with MH L/ L/

Major failure of operational infrastructure: [ /U

Administration

‘Sudden and prolonged loss of IT Infrastructure test change TH /e TH

Business Continuity Manager

Power failure to the main buildings ED /e P

Disaster

Failure to respond to a significant operational emergency test of the edit function TE /L [T

Environment

Risk from Darwin User ! L/

Finance and Administration

Risk of Fraud [ /L

Failure to ensure income and expenditure is contained within budget. /e /e

Human Resources

Failure to protect staff / third parties from injury W / a L/

Failure to fecrut, develop and retain high performing staff - test of the et WL /U

function

Information Management

Failure to maintain a secure Information Management Framework [ R




Common Software configurations and reports required for reporting of ERM to the Board are available in our demonstration database.  For more information, please find us in the Contact Us section of our website:

https://www.periscopeconsulting.com.au/contact.html
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